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Preface

Item Quantitative Risk Assessment System (1IQRAS) is a PC based software tool for conducting
Probabilistic Risk Assessment (PRA) for any engineered system that can be modeled. iQRAS bridges
the gap between the professional risk analyst and the design engineer.

Purpose of this Guide
This guide contains information to help you start using Item QRAS. The guide presents information
in a tutorial format, and is intended to explain the basic functions of the software. Advanced concepts
are included in the online help system, which can be accessed from the Help menu within the Item
QRAS software.

Structure
This guide contains the following chapters:

Chapter 1 Introducing Item QRAS.

Chapter 2 iQRAS Project Basics

Chapter 3 A Practical Example iQRAS Project

Chapter 4 iQRAS Fault Tree Analysis

Chapter 5 Other Important iQRAS Functions
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Conventions
Throughout this guide, Item QRAS and iQRAS are used interchangeably.

In examples, an implied carriage return occurs at the end of each line, unless otherwise noted. You
must press the ENTER key at the end of a line of input.

The following table lists the special conventions used in this guide.

Example Description

Edit Words in bold indicate the user enters / clicks
that button or menu in the software.

RETURN Words in bold indicate names of keys and key
sequences.

ALT—P A hyphen between key names indicates a key

combination. For example, pressing ALT - P
means to hold down the ALT key while also
pressing the P key.




CHAPTER 1
Introducing Item QRAS

Welcome to Item QRAS. This chapter introduces Item QRAS and basic PC requirements. It contains
the following sections:

e  What is Item QRAS?
e Hardware and Software Requirements

e  Getting Technical Support

The remaining chapters of this guide describe Item QRAS and how you can use it to analyze your
engineered systems.
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What Is Item QRAS?

Item Quantitative Risk Assessment System (IQRAS) is a PC based software tool for conducting
Probabilistic Risk Assessment (PRA) for any engineered system. iQRAS bridges the gap between the
professional risk analyst and the design engineer. Developed originally by NASA to assist them to
focus on the areas of the Space Shuttle program with the most risk, iQRAS has become a world-class
tool for engineers to truly quantify risk.

How does it work?

iQRAS is a PRA tool designed to incorporate state-of-the-art PRA technology with a user interface
that is easily used by managers and design engineers. Those with less experience in the methodology
and nuances of PRA will find iQRAS quite useful. The front end of the traditional PRA process
involves the identification of accident initiators; this is often done with the use of a Master Logic
Diagram. In the case of iQRAS, the front end is a graphical, point-and-click, tree-like picture of the
system being modeled, together with its elements, subsystems, and sub-subsystems. It is to this
hierarchy that you attach known accident initiators or failure modes.

The iQRAS System Hierarchy feature can be used to construct a hierarchical structure of the system
risk model, analogous to a Master Logic Diagram. iQRAS has a Mission Timeline module which
contains data on subsystem run times (start and stop times), which are adjusted to changing mission
profiles. Timing data is used in other parts of QRAS to calculate failure probabilities.

iQRAS also facilitates the construction of Event Sequence Diagrams (ESDs), which logically
describe the scenarios in which initiators can lead, through intermediate or pivotal events, to
undesirable end states such as catastrophic failure. The success or failure of pivotal events may
represent parts of a fail-safe design or even emergency procedures. iQRAS enables you to further
develop the initiators and pivotal events in terms of contributing causes (basic events) using fault
trees. A Fault Tree Editor, also with an intuitive graphical interface, is provided to build the fault trees
which are then logically linked according to the ESD models.

i1QRAS accommodates initiators, pivotal events, and their contributing basic events quantified in a
variety of ways, including:

o failure probability point estimates with uncertainty bounds

e failure probabilities which are functions of multiple physical variables such as temperature,
pressure, etc.

o standard reliability functions selected by the user and supplied by iQRAS

e limit-state functions which support failure probability determinations in cases such as
classical stress-strength interference
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iQRAS Fault Tree includes fast, exact solutions (no rare event approximations or other short cuts
employed in other PRA computer codes). One of the advanced features of iQRAS is its capability to
handle system dependencies. You can model “common cause” failures within an ESD through the
construction of Common Cause Groups that include applicable fault tree basic events. iQRAS
automatically generates conventional event trees for the risk scenarios, as well as the minimal cut sets
of system fault trees and ESD end states.

Nearing the end of the PRA process, iQRAS aggregates ESD end state probabilities to produce
intermediate and/or top-level end state (e.g., catastrophic failure) probabilities and their uncertainty
bounds. Among the results is a prioritization of the “risk drivers” (i.e., the initiators that contribute the
most risk to the system).

What kinds of questions can iQRAS help answer?

“What is the best estimate of catastrophic failure (e.g., loss of crew or vehicle) probability per
mission?”

o iQRAS will calculate a system’s top-level and intermediate subsystem-level catastrophic
failure probabilities and their uncertainty bounds, based on the current mission’s timeline.

“Which subsystem failure modes contribute the most risk to an engineered system?”
e The answer could be the basis for identifying possible system upgrades.

“If we could redesign subsystem A to eliminate a particular failure mode, what would be the benefit
in decreased system risk?”

e The answer could be compared to the risk benefits (and associated cost) of redesigning
subsystem B.

“If we could redesign subsystem A to reduce the probability of failure due to a particular failure mode
by X percent (e.g., 50 percent), what would be the benefit in decreased system risk?”

o The answer could help judge the total risk benefit of a proposed subsystem redesign.

“If we change the failure probability/uncertainty of failure mode A, how does that affect the bounds
on the risk of system catastrophic failure?”

e If your uncertainty about the failure probability of a particular initiator has a significant affect
on your confidence in the system under assessment, that uncertainty can be improved,
perhaps through additional testing or more detailed analysis to improve our state of
knowledge.
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Hardware and Software Requirements

Minimum recommended system configuration for Item QRAS:

Q

a

Q

Microsoft Windows XP Professional, Microsoft Windows 2003/2000, Microsoft
Windows NT 4.0 (SP6 or later) or Microsoft Windows 95/98.

Microsoft Office 2003/2000 or Microsoft Office 97.

Intel Pentium II or AMD K6-I1 450MHz-based PC or higher.
128MB RAM (256MB or higher is recommended)

200MB free disk space

A 17-inch or larger monitor with display properties set to a minimum of 1280 X 768
pixels

Mouse or other pointing device

CD-ROM drive

Less capable machines (such as Pentium 133 with Windows 95/98) can run Item QRAS, but the
performance may be less than ideal. The use of additional memory, faster processors, bigger monitor
or stable operating system such as Microsoft Windows XP/2000 will directly improve performance
and capacity. The amount of memory (RAM) used is dependant upon the size of the model. On an
average the software uses additional 100 MB for every 1000 gates and events.
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Technical Support
Our technical support staff is always ready to help you with installing or using Item QRAS.

If you need technical support, contact Item Software using any of the following methods:

Americas Europe, Far East, Middle
East, and Australia

Telephone
+1.714.935.2900 +44(0) 1489 885085
Fax
+1.714.935.2911 +44(0) 1489 885065
Email technical support@itemsoft.com support@itemuk.com
Web site www.itemsoft.com www.itemuk.com
Physical address Technical Support Technical Support
Item Software, Inc. Item Software UK
2190 Town Centre Place, Suite 314 1 Manor court
Anaheim, CA 92806 USA Barnes Wallis Road
Fareham, Hampshire
PO15 5TH, UK

Please have your product name, version number, and system configuration information available so
that the Item Software technical support staff can process your support requests as efficiently as
possible.
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CHAPTER 2
iIQRAS Project Basics

A iQRAS Project is a collection of hierarchies, timelines, Event Sequence Diagrams, Fault Tree
diagrams, and Analysis results. Each of these items are created within the iQRAS application, and are
stored in a folder on your PC with the same name as your Project.

This chapter includes information about:
e Creating a New Project or Opening an Existing One
e Navigating the iQRAS interface
e Saving a Project
e Closing a Project

e Exiting iQRAS
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Creating a New Project

Creating a project is the starting point for any system analysis in iQRAS. Once a project is created,
you create the system hierarchy, timelines, and diagrams that provide the foundation for your
analysis.

1. Launch iQRAS via the Item QRAS icon on your Desktop.

[tem QRAS

2. The initial iQRAS screen appears. Check the Event Sequence Diagram option, then click
OK. If you have an existing Project, click either Open or Recent File options. (Fault Tree
systems can also be started by checking the Fault Tree Analysis option.)

| € IQRAS Open

NATIONAL AERCMNAUTICS
AND SPACE ADMINISTRATION

WorldLeadersInfReliability and Safety Analysis Software

New riie"] B3 Recent File I
System | Description
=0 @ Probabilistic & Risk Anal...

|:| Fault Tree .t’-‘«nal_l,lsis Fault Tree Analysis
- MIME] EventSequenceDi. EventSequence Diagram

[~ Dan't show this dialog in the Future :'-obe_nFii{a,..| oK I Cancel I Help.
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3. The iQRAS main screen opens, displaying the “root” for you to begin building your
hierarchy, as well as the menu selections and icons across the top. If this is an existing
Project, you would see your Project hierarchy displayed in iQRAS as it was last saved.

panel

contents

contents
panel

Dialog,
Grid, ESD,
and Fault

Tree panels
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Standard Features of the iQRAS Workspace

This section describes the general functionality of the features and command menus within the
iQRAS workspace. The standard features described are used throughout the entire application.

The iQRAS workspace is the area you use to build your systems. It consists of menus, toolbars, and
windows. All of the features in the workspace follow standard Windows Graphical User Interface
(GUI) conventions. The workspace features a Multiple Document Interface (MDI), which allows you
to:

e Choose which windows to display, close, minimize, move and resize. You can drag and
drop iQRAS windows and toolbars anywhere within the MDI workspace.

e Open multiple project files so you can build several projects at the same time and
compare analysis results.

e Drag and drop components between projects. This feature allows you to create a new
project quickly by reusing components from other projects.

If you do not see all of the windows that you prefer, use the Window menu at the top of the screen to
open the windows you wish.

The Project Window

Located in the upper middle of the screen (default location); the project window shows the project
hierarchy with the included systems. Cross tabs located on the edge of the project window allow you
to select an active project when multiple projects are open. The following items and their icons are
shown in the Project window hierarchy tree:

E}- Fault Tree Systems;
[0 Fault Tree:1:: @=0.0

Project File Header: Shown with a filing cabinet icon - Listing includes project name and other
information.

System Type Header: Shown with a file cabinet drawer icon — Systems are grouped by analysis
type, Fault Tree, ESD, etc.

System Files: Shown with multiple pockets, file folder icon - Listing includes system information
and sum of reliability data for the total system.
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The System Window

Located in the lower middle (default location); the system window shows the hierarchy of the system
selected in the Project window. The following items and their icons are shown in the System window
hierarchy tree.

=y OR:Gate 1:TOP GATE
=y OR:Gate 2
iy BASIC:Ewent 1:

System Header: Shown with a multiple pockets file folder icon - Listing includes system
information and sum of reliability data for the total system.

The Data View Window

The Data View window is located on the right hand side of the workspace (default location). The
window displays and entry of data in the Dialog view, displays a grid or spreadsheet view of system
data, creates and displays diagrams. Tabs along the bottom of this window allow for selection and the
display of the different types of information.

I 5 Dialog # Grid | A Faul Tree

The Data View panel has multiple tabs:

The Dialog tab displays information for the item selected in the Project or System Window and is the
primary location for viewing and editing data. The tabs and information presented in the Dialog tab
vary depending on the selection made in the Project or System Window.
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4 IQBRAS - Item QRAS - D:Mircraft_mission_analysisVAircraft._mission_analysis |QP::Dialog

alle.
© @Y r
- FaultTree System
Title ¢ | Description ; o]
Mame ; | Fault Tree Sample
Designator : | ﬂ P
Funckion —
Friskit I Descripkion ;
Comnpiled By ; | Li
approved By | I Kidins _‘J
Part Mumber ; |
i |F =
=
‘| | vl

=S| Diglog l@ Grid Iagn Fault Tree |

The Grid tab shows the selected element data in tabular format. You can edit data in the Grid
window.

If you want to zoom in on a particular section of the grid, select the desired cells and select Grid
View Zoom In from the Layout Menu.

If you want to see more of the grid, select Grid View Zoom Out from the Layout Menu.
Select Grid View Zoom 100% from the Layout Menu to restore the grid to normal size.

O IQRAS - Item QRAS - D:\ircraft_mission_analysis\Aircraft_mission_analysis 1QP::Grid

Description Part Number Designator

OF,
g | |
AND I

g Dialog E Grid logc- FauItTreeI

The Fault Tree and ESD tabs display the diagram that is selected in the System window. On this
area you create and edit the diagrams according to your analysis goals.

iTOP GATE

B 2>D>
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€ IQRAS - Item QRAS - D:\Aircraft_mission_analpsis\Aircraft_mission_analysis 1QP::Fault Tree

_____________ | Event 1 I | Event2 | | Ewantd | | Event 4

[ialog. |@ Grid ‘._,QC, FauliTJeeI

]
D.
B
]
| T T T T
3§ b

. R MBS Ghe N SRS WS N hehi NN NSRS DN WS N MRS N
O RS vt i SN SINNSIPRNPY G- e TR o i e ST

- DOEERY- . . . Mot Quantified - 0 - - - c - 003 - - o . - Not-Duantified: - oo - OEW .
R BE ETRETRE VY B BE EEERE B B BEVETRETNE piidmvornsiged

:N@t l;'lc:cul:le@

“dfissieh Profiedd:”

“Mot Quartified - CooWbE L
VA L O=NgtEBEhaed

=

Disoa | Gid £  EsD
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iQRAS Information Bar

The iQRAS workspace includes an information bar located along the bottom of the screen. The left-
hand side of the information bar includes the name and brief information on toolbar icons. The right-
hand side indicates information on size of the active system such as the number of Gates and the
number of Events included in the system.

Far Help, press Fl |Gates: 5 [Events: 7 MLIM v

Resizing iQRAS Windows

Another feature that allows expanding the active window viewing area is the split screen control I"" |1T’
located between the Project, System, and Data windows. Passing the mouse pointer through this area
will locate this control. The pointer changes from a simple arrow to a double solid line with small
arrows pointing up and down or left and right. Once the pointer has changed, you can press and hold
the left mouse button while dragging the mouse, which will resize the outer boundaries of the
window.

The iQRAS Toolbars

Toolbars provide quick access to iQRAS functions. Initially, only the Default and Project toolbars are
displayed. Drawing toolbars are activated when a drawing is made active.

Default Toolbar

Immediately below the pull-down menus resides a group of buttons that form the Default (Main)
Toolbar enabling you to access the more frequently used and standard windows menu options:

e New Project, Open, Save
e Cut, Copy, Paste, Delete, Undo
e Print and Help

pEE[tmax 8o

Both the contents of the menus on the menu bar and the toolbar change according to which analysis
application is currently in use. The purpose of each button in the toolbar can be displayed in the form
of a “tool tip” that appears alongside the button when the cursor is placed over the button.

Project Toolbar

The Project Toolbar displays all available systems analysis modules. This Toolbar is used to create a
new systems in the Project window.

(-1
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Analysis Toolbar

A unique Analysis toolbar appears in the top right side by default when an analysis module and
system is opened and/or is made active. This toolbar is different and unique to each type of analysis
being used.

Fault Tree

Iv&daz=iesss A

& P 2= | ® © & & 58 B B o6

ESD
Ih@mo® e bva|ldA>F ®CHI:E

The icons shown on the Analysis Toolbar are used for adding various elements to a System.

Drawing Toolbars

A series of small drawing toolbars are made active when the canvas is made active. These toolbars
appear along the bottom of the workspace and consist of Align Nudge, Rotate, Layout, Canvas, Graph
and Zoom. They contain drawing tools to aid in the creation of professional looking diagrams.

moo pea|iies||[ceans||tzan@ ||

w([Frezz L QBBEO |

Customizing Toolbars

iQRAS allows you to add and delete or customize the workspace toolbars. You can also create your
own custom toolbars that contain the functions you use most frequently. Settings — Customize is the
menu location to perform these actions.

Customize E3

Toolbars | Command |

¥ Show Toaltips e,

¥ Cool Look
Flezet |
r Largr; B'utltcir.]s

["|Event Sequence Diagrar
[ 15tucture

[w]ilign

(v Mudge

[w]Rotate )
[ Layout

(v Carveas :J

[anlEsr Hane!

Ihﬂenu Dar

Ok I Cancel Apply Help
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Navigating the iQRAS Menus

The iQRAS menus are your gateway into the many aspects of your Project. In the following chapter,
you will use each menu to build the example Project. Commonly used menu options have associated
Toolbar icons for ease of use.

The File menu is used to open and save projects, as well as libraries. Also printing, reporting,
converting, and import/export functions are located here.

[File 4dd Edit Layout Seftings A
HEI.-'-.I Project Chrl+M

= Open Project... Chrl+0

E Save Project Chrl+5

Save Project Az

Cloge Project

MHew Libram
Open Library
Sawe Likran
save Lihranss
[Elmze [Litran

Save Diagram k

Sawe [l

Frint ¥
Frint Prestiew »
Frint Setup...

Fage Setup... »

Cornert »

Impart....

Export...

HecentEle

E xit
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The Add menu is context sensitive and will display the items you can add to a diagram or system.
Elements, sub-systems, initiating and pivotal events, fault tree gates, and events, will all be displayed
depending upon the context of the system selected.

Add Edit Layout Sethir

@ Pivatal Event

£7 Cornrment
IE Edit Lapout Sethings Ar & End State
ﬂ [ Transfer Gate
[ﬁ Subsysten [> Page
@7 | Fitratimg Evemnt W Fage e
S b Eelested WA e Page i

The Edit menu contains typical Windows based options such as Undo, Cut, Copy, Paste, and
Find/Replace. Additionally, in the context of an ESD, options to connect ESDs to OTIs and to define
End States exist on this menu.

Edit Layout Settings Analysiz Tool

Cut Chrl+
Copy Chrl+C
Paste Chrl+
Delete Del
Find...

Replace...

Srelech RS far W
Hemane ES T ranm W

Define End States...
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The Layout menu is context sensitive and shows you the descriptors that can appear on the Master
Logic and other panels. Sorting and Grid panel controls are also located here.

|I:ay|:|ut Seftings:  Window Help

|7 S o ﬂ ame

Shiow Analyst

Show [ ezcription
v Show Unavailabilty

Sart L4

E e T e

E e R = e

E e T o L )
(i H Erahit..

St dmange Baran...

Carnas Colar...

The Settings menu displays options that control the precision of results, items displayed, workspace
functionality, and how the project files are backed up and names generated.

Settings Analyzsis Tools Window |

Ere-::i:s:icnr'u. ..

Custamize. ..

Extended Styles...
“Wiorkzpace Setup...

Set WwarkSpace to Default
Auto Backup...

M ame Generatar. . L4

The Analysis menu is where you define, perform, and view analysis results.

Analyzsiz Tools Window

Werify Data...
T Perform...
e e

Status...

view Hesnlts,
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Use the Tools menu for options such as Mathmatica™ or Bayesian Updates if installed.

Toolz Window Help

b athematica

B ayesiam [ pdating

Use the Window menu to control and open any closed workspace panels. By default, all panels are
open except for the Library window.

| Window Help

cade

Brajeststinda

Ersten SR et

|WEEE R aster Logie indaw
Libram ‘Wwindow

=1 e Tl

E e R e [

[rEaram e

Access the iQRAS Help files via the Help menu.

| Help

Help Topics

Edit License Key...
TCRAP Client Setup...

Item Software on the YWeb

‘? Ahbout [tem Saoftware ORAS...
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Saving a Project

iQRAS follows standard Windows save functionality. Each saved project is stored in a named,
separate folder containing a project file with an extension of .IQP. The folder and .IQP file names are

the same for ease of location. Only the .IQP file contains project information. The other files in the
folder are backup or temporary in nature.

File Add Edit Layout Settings
[ Mew Project Chrl+M
= Open Project... Cirl+0

Ml ave Project Cirl+5

Save Project Az

Cloze Project

Closing a Project

To close the active project, select Close Project from the File menu. iQRAS closes the active project,
with changes.

File &Add Edit Layout Settings '

1 Hew Project Chrl+M

= Open Praject... Ctrl+0

E Save Project Clrl+5
Save Project Az

Close Project

Exiting iQRAS

To exit iIQRAS, select Exit from the File menu. iQRAS closes all open projects. If an open project
contains unsaved changes, IQRAS prompts you to save the project before closing it.

Corvert r

Imnpaoit...

Expart...

1 test project.|QP

E xit




CHAPTER 3
A Practical Example

The best way to learn is to actually perform the tasks associated with the topic being learned. So, in
an effort to accomplish that goal, we have contrived a practical example for you to use as a
foundation towards learning iQRAS and the associated iQRAS Fault Tree module.

In this example, we are focusing on an aircraft, its systems, and how they impact the success of the
mission during the various phases of the mission. While not an exhaustive analysis, it will give you
the foundation you need to apply iQRAS and iQRAS Fault Tree to your specific needs.

The Scenario
Our aircraft has the following systems, components, and initiating events:

e Engine System
o Fuel System
*  Fuel Tank
o Leak
e Aecrodynamics
o Wing System
»  Wing Extend Motor
e Stuck
e Avionics
o Auto Pilot System
=  Auto Pilot Control
e Auto Pilot Control fail
e Incorrect sensor data

Our goal is to use iIQRAS to describe these elements and quantify how the failure of each, during
specific phases of the mission, could impact the aircraft and the success of the mission.
Continuing the example setup, we use the following Mission Phases to describe the mission:

e Parked in the hangar
e Takeoff
e In flight
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The next step is to define the Operational Time Intervals within each Mission Phase. These are the
times during the Mission Phase that the associated Initiating Event could have an impact.

Then, for each phase of the mission, the path from an Initiating Event, through Pivotal Events to
system End States (Mission Success, Failure, etc) are described with Event Sequence Diagrams
(ESD). Typically you model within “failure space” when building ESDs and Fault Trees. You can
model in “success space” with iQRAS, but you need to be sure the logic of your diagrams are correct
and the probabilities you enter are appropriate for the logic.

To quantify the risk for each of the Initiating and Pivotal Events, we will use several models available
within iQRAS, ranging from simple Demand or Time Based, to the more sophisticated Fault Tree
model.

Once all of this modeling is finished, the analysis can begin. You can analyze at any level in the
hierarchy. Additionally, you can perform sensitivity analysis, providing “what if”” scenarios to further

refine your view of the possible outcomes.

Shall we begin?
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Create the Project and Build the Hierarchy

1. Asyou learned in the previous chapter, open iQRAS and create and save a new Project. Give
it a name you can remember. We suggest for this example: “Aircraft mission_analysis”

At this point you see a blank iQRAS screen with the default Master Logic element visible.

|[® Fie Setings window Help

[oza|smax-(aewe || 5H| [sevso=rE
= b -3
D\Aircraft_migsion. analysishAl. . = L Aireraft mission.analysis\sircratt .
Master Logic E‘ [=F Project: 10RAS Project

g R ; .

£ EHE) Event Sequence: Symml hission Phase(s): I

T @ Event Sequence Diagr. _

:| ~IQRAS System

-g Titla ¢ Dizscription | ;l
E_| Narme | | Master Logic :I
E Designator J
= ) I— Function -
T filaisi Description ;

® Compiled By | :]
= Approved By |

A 1 Motes | =1

2. Rename the Root element to “Aircraft” by first selecting it, then editing the Name field in the

Dialog panel.
||® Ee Setings window Hel
[psaswex- sew (55| [EBsrosr|
= =] x| -

DeMAircraft_mission_analpsishAi ..

a B
Bircraft i
& = .
f—. E} EEal Seeioe: . Sysﬁem] hliszion Phase(s]. I
E Ewvent Sequence Diagr.
:, ~IQRAS System
% Title : l Description : Ll
s Mame Inircraft
' — -]
E Designatar @ | _I
= ¥ l— Functian -
2 Anclystl | Description ;
® Compiled By ¢ I ;J
=i Approved By @ I
B i Motes ; ;I

3. With the newly named Aircraft “root” still selected, add the Engine System element to the
Aircraft. Use either the toolbar or the Add menu to accomplish this.

AL =l
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4. Select the newly created element on the screen, then rename it to “Engine System”. Change

both the Name and Designator to meaningful descriptions.

®£I|E Add Edit Lapout Seftings Analysis Tools ‘window Help

DEH|swBaxXo (e || @mE| =
= =1l
B MAicralt_rission_analysis\iciaft_mission_srabsis || [ o [ BMAieralt_nission analysisMicrail_nission.. |
= At S [ETH Froject: 1GRAS Project
Zif) Ergine SysterniES1 71— —
P ] SO e Etement | el i eyl (07 i |
5 S Event Sequence Diagam 1
W - IGRAS Elament
c
2 Titke : || Description ¢ |
2
g Mame : | Engine System |
E Designator ; |ESL —I
= ) Function =
< Aabist Description
L0 Compiled By | ‘j
Approved By : Mot + H

5. Continue to use the Add menu or toolbar to build the hierarchy for the Engine System. Add
the Fuel System and Fuel Tank sub-systems, then the Leak Initiating Event (IE). When you
are done, your screen looks like this:

D hhircraft_mizzion_analyzishincraft_mizsion_analyzis. .. |

E- @ Aircraft

El[fj Ehigine Spstem:ES1
El[fj Fuel Systerm::F51
=l Fuel Tank:FT1
@ Leak:leak |E1

Note: To turn off the Designator ficld data on the Master Logic panel, open the Layout menu and
deselect the Designator option.
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6. Finish defining the Aircraft hierarchy by adding the other systems and initiating events for
our example. When you are done, your screen will look like this: (Be careful that the
indent/relationships are correct)

D haincraft_mizsion_analizizhdircraltmigsion_analyziz |QF I
El@ Aircraft
Elﬁj Engine Syster;:EST
- B Fuel System:FS1
=l Fuel Tank:FT1
@ Leak:leak |E1

Aerodynamics: e
El[f:] Wing Sustern: w51
=l Wing Extend Motor: WE M1
@ Stuck:Stuck_|E1
= Ayionice;Avionics

[

[fj Auto Pilat System:;:APS1

= [l Auto Filot Control:APCT
@ Auto Filot Contral fail:APCF_IET
@ Incomect sengor data:S0_E2
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Define the Mission Phases

With the hierarchy in place, we can now define the phases of the mission for our aircraft. A Mission
Phase can be just a few seconds in duration, or many days. It is up to you how these phases are
defined. We suggest that you enter the phases in the order they would naturally occur during the
mission to maintain clarity.

7. Select the Aircraft at the highest level, then click the Mission Phase(s) tab on the Dialog
panel.

DiMAircraft.mizsionanalpsishaircraft_mission_analysiz QP I
El@ Arcraft
=] Engine Systern:ES1

B Fuel System:FS1
: B[l Fusl Tark:FT1

D:MAircr..

EE

Systerm I Mizsion Phase(s):

: - Leak:Leak IE1
EI--[ﬁ Aerodynamics: Aer
EI@ “wing System: w51
i -l Wing Estend Motor:WEM1
: 5@ Shuck:Stuck_JET
E!--@ Avionics:Avionics
B Auto Filat System: AR5
(=) ﬁ Auto Pilot Control:APCY
] - Auto Pilat Control fail:APCF_IET
- Incorect sensor data:zIS0_IE2

=] @ Aircraft

Parked in the hangar Add l Delete |

Mame : |Parked in the hangar

Start Time: |72 Urnit: | o
End Time: I 1}

&
gl
2
&

[}
=
H
£
2
E‘
s
g
<
0

Descripkion : | 2 days before the mission

=]

=l

Notes :

L

Al w

8. Use the Add button to begin defining the various phases of your mission. Enter the name,
start/end times and units for the phase, then click Update to store the new phase. In our
example, we are using the following:

e Parked in the hangar — 2 days before the mission (T-2 days)
e Takeoff — 11 minutes

e In flight — 5 hours (300 minutes)

Note: The time units available are Hours, Minutes, Seconds, and Days.
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D \ircraft_mission_analysishaircraft_mission_analysiz. QP I =
'EI@ Aircraft g I
E'@ Engine System:ES1 -] —
H 3@ Fuel System:F51 % Systern IHlssmn Phase[s]:l
Bl Fuel Tank:FT1 5
: - Leak Leak_|E1 = E!@ Aircrart
El--@ Agrodynamics::Aero -é @ Parked in the hangar Add I Delete |
i B @ \@an Sstem e E‘ @ Takeoff Narme:: |In Flight:
; El-[@ Wing Extend Mator: WEM1 : i _ :
- Stuck:Stuck_|E1 E Start Time: [ 11 Unit: m
=) @ Aviorics:Avianics 2 End Tires r&‘ll—
E@ Auto Pilot Sestem:AP51 ®
- Auta Pilat Cantrol:APCT =
E'I - &uto Pilot Control fail:APCF_IET
-4 Incorect sensor data:zISO_IE2
Descripkion : _.J
Motes ; _-J
ol 0l =

In this example, the Mission Phases are time-sequential. The next phase begins at the end time of the
previous phase. While not a mathematical requirement, it helps with clarity if you standardize on the
time units for the entire mission. Aside from the T-2 days phase, we chose to use minutes as the unit
of time for all phases.

Defining Operational Time Intervals and IE Applicability

This specific example requires us to define the Operational Time Intervals (OTI) for each of the sub-
systems (those elements directly above the Initiating Events) onboard our Aircraft. An OTlis a
specific length of time that the sub-system is being considered, whether it is operational or not. For
example, if a particular sub-system is operational for half of the mission phase, then non-op for the
remaining time, you should build two OTIs for the sub-system; one for the operational time, and the
other for the non-op time. (Although, you could ignore the non-op time, but systems can still fail
during non-op time!)

Using the Parked in the hangar phase of our mission as a reference, we want to focus on the OTI for
the Fuel Tank. For this phase, the tank is non-op, but we still wish to consider the impact a leak
would have on our mission. So, based on that, we need to define an OTI for the Fuel Tank during this
phase.

9. Select the Fuel Tank in the Hierarchy, then...

10. Open the OTI tab on the Dialog panel.
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M- @ Leak:Leak |E1
Aero_dpnamicSI:Aefo
El@ “wing System: w51

Lo Pilat téntro\;_.-‘.\F’Cf
+ Ao Pilot E'ohlrbt'féw_l:;AEEF_JH
- @ Inconect sensor data:ISD_IEZ

11. Select the Parked in hangar phase, then click the Add OTI button.

12. Enter —2 days for the Start time, then 0 for the End time. Note the Current Mission Phase
Time is given to you in the screen as a reference. (If you make a mistake, click the Remove
OTI button and start again) Your screen will look like this:

You can enter a
meaningful name for
the OTI as desired.
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13.

For the Mission Phases in the drop-down box, define a single OTI for each. Be careful to
honor the start/end times for each phase/OT]I relationship. When you are done, you will have
a single OTI defined for each Mission Phase.

Sub System I Operational Time Intereal [OTI) Definilion I

—Mission Phases: Mission Phase Time:
IETIE end: [ 717 s [T
| add OTI I Femowve 0TI | Display all OTI(=), For all Phases v
—Operational Time Inkerval(s) For Fuel Tank,
Mission Phase oTl Start |End |Unit
1 |Parked inthe hangar FT OTI1 =200 ono o D
2 |Takeoff FT OTI2 000 11.00 QM
3 |Im flight FT OTI 3 11.00 i311.00 M
14. Repeat the previous OTI steps for the remaining sub-systems. If a Mission Phase does not
apply to a sub-system, do not create an OTI for it.
e Wing Extend Motor — Hints...
o Make 2 OTIs under only the In flight Phase:
o One that starts at 100 minutes and ends at 101 minutes
o Another that starts at 200 minutes and ends at 201 minutes
o (Reason: The wings are only extended/retracted before and after a certain time period
during the In flight Phase)
e Auto Pilot Control — Hints...
o OTI only needed for “In flight” Phase, starts at 21 minutes and ends at 301 minutes
o (Reason: The AutoPilot is only used a few minutes after takeoff, during the flight,
then turned off a few minutes before landing.)
15. When finished defining the OTIs, move your mouse cursor back to the Leak Initiating Event

in the Hierarchy, then click to highlight it.
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16. Open the OTI tab on the Dialog panel for the Leak. It is on this table where you associate the
Leak IE with the appropriate OTIs in the Mission Phases.

= when selected

as applicable.

" FTOTI3

DihAdrcraft_mizzion,analysishAircraft, miszion_analysis. IO I D:\Aircr...l
o
21 Aircralt g [=HE P
E @ Enaine Systemm 2 L
{i_]--[ﬁ_ Fuel Sypstem
: Sl Fuel Tark OTIs appear

[i] [ﬁ Aeradynamics

[TE]

17. For the Leak, click the box for each OTI/Mission Phase, since a leak in the tank could be an
issue during any of the Mission Phases. Use the following table as a guide to associate the

other IE’s to the Mission Phases.

Initiztirie Ewent ] Operational Time Internal [OTI) Selecﬁon]

—IQRAS OTI Selection

Mission Phase oTl

-|m o [
=
@

Patked inthe hangar FTOTIT
FTOm2
e

IE/MP Parked in Takeoff In flight
hangar

Leak X X X
Stuck X
Auto Pilot X
Control fail

Incorrect sensor X
data

At this point you have defined the Hierarchy of the systems, the Mission Phases, the Operational
Time Intervals, and determined the associations of the Initiating Events to the Phases/Intervals. The

next step is to create the Event Sequence Diagrams for each IE.

|start [End |unit |Applicable
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Creating Event Sequence Diagrams
An Event Sequence Diagram (ESD) is a graphical method of describing the paths from an Initiating
Event (IE) to any number of mission outcomes or effects of the IE, through the series of Pivotal
Events (PE). A PE is an event after the IE where the outcome is either Occurred (failure) or Not

Occurred (not failed).

For example: A leak in a tank occurs. Is it detected? Is it repaired? Is the leak exposed to an
environment that can cause an explosion? What are the different outcomes that can happen? (Mission
Success/Failure, Loss of Crew and Vehicle?) Shown below is a sample ESD for the Leak IE while
Parked in the Hangar in our example.

Q ...... G W N R sieo s il e S W w0 wm 2
Leabl a8 — Failure to Detedd (———-— — -~~~ Spak B ire

04 ) 5 ZE R Y- it e € I T PETIE SETee  M e MC 003548 - - - - - - - pOesdas - - - Loy .
_________ iU M S I I
................... NGERE R ey e v some e wwe e wwve wloDOROReUREThy wen mee s wen s @ !

k.

........................................................... M ¥ g
..................... D_Q_ G S 09845 I v 1 13 0 F e
.................. —| SR T e e A i
.................. Failure to Repai “@ i
.................. o s I -
.......................................... i e mer s me mer s measdd :

A key point to make is that you need to create an ESD for each Mission Phase’s OTI that the IE is
being considered. The reason for this is that the event sequence could be different for the IE,
depending on the Mission Phase and OTI. For example: The leak can be repaired while it is in the
hangar, but while in flight, the Repair PE is not possible. Moreover, the Spark PE may be more likely
In Flight, so you would use a different failure model during that phase. (More on that later)
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Back to our example, the following ESDs need to be created for each Phase’s OTL. It may seem like a
long list, but in reality it is only 5 distinct ESDs.

e Leak
o Parked in Hangar — ESD #1
o Takeoff - ESD #1.1
o Inflight - ESD #1.2
e Stuck
o Inflight OTI 1 — ESD #2
o Inflight OTI 2 — ESD #2.1
e AutoPilot Control fail
o Inflight — ESD #3
e Incorrect sensor data
o Inflight — ESD #4

18. Select the Event Sequence Diagram system in the middle panel, then open the ESD drawing
window.

i~
D:SAreraft_miszion_analysishbircraft_mizzio... I
FHE Proict 10R&S Project L | 3 00 o

[-HE] Event Sequence: e

----- Ewvent Sequence Diagram:1

I @ Alrcraft_mission_analysis. 1QP
1 1 | 1
z =
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19. The Leak IE is the starting point for the diagram. Notice the ESD Toolbar on the screen.

[hEo® e by s A >W©@CETE

20. The next step is to define the End States for your diagrams. These are all of the possible end
states for your ESD, based upon the paths from the Initiating Event. (You could define these
at any time, but doing this up front is convenient.) Select the Leak IE in the hierarchy, then
the Edit menu.

|E|:Iit Lavout Settings  Analysiz Window Help

= [de

# Cut Chil+¢
Eup_lrl Chrl+C
E Faste Chrl+f
¥ Delste Drel

Cut Sequence
Copy Sequence

Delete Sequence

Set alllSpmbol Eroperties Tie efamlt

Find...

Replace...

Strict Duplicate Mame Checl

(5l mbal Earanmetens..

Quantification kModel Libran...

[Hamtitization...

Define End 5
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4 IQRAS End State Definition !lil
End States Consequences

End State Ty, .Deﬁnilinn] COnsequences ]

=Type Definition
Designator =cription Compute | Comment

1 ME o Missin Falure W

: LOCy . LossChwivehicle b

3 LOM  iLossofMixgion bl

£ MR I

§ MR MssionResdy \ Check the End States

you wish the analysis to

Use the End perform calculations for.
States menu to
Add end states.

—Consequence - Assignment

Description: =
2 Environmertal You can assign Consequences to
SER 1) " =S i0ned the End States for a higher-level
view of their impact. View the
Consequences on the Results
Summary.
4[]\ consequences £ |EQ | ]

21. The next step is to build the ESD for the Leak IE during the Parked in Hangar phase of the

mission. For our example, we will use the following Pivotal Events (PE) to arrive at the End
States:

e Failure to Detect
e Failure to Repair
e Spark

22. Select the Pivotal Event icon on the Tool Bar, then hover your cursor over the IE until the PE
box appears to the right. Your diagram appears initially as below:
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23. Click the IE to attach the new PE to the IE. Your diagram now appears as below:

Note: The Name/Designator is automatically generated by iQRAS. You can and will change them
later as desired.

24. Be sure the PE icon is selected in the Tool Bar, then hover over the PE you just added. Click
the PE to attach another PE to the right. Your diagram now looks as follows:

EqQ o - - -

-
m
=
-
m
)

25. Now select the End State icon in the Tool Bar, then hover/click the “PE 2” to add the End
State. Your diagram now looks as follows:

B DiiRetie e fe ey | Siaired oh e
B TR PE 1 e I PEZ e o MR 51
- Mot Qeardified ‘Mot Quantified - Not-Quantified - . Mot Quartitied - -1+ - Mot Quantified - - - - - Mot Quantified- -+ - - - o o -

26. Right-click the End State, then choose Parameters from the menu that appears. From the
End States window that appears, choose the “LOCV” state type (Loss of Crew/Vehicle), then
click OK.
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£ IORAS ESD End State |
Mame : I Description :

Designakat I Fire

I

Analyst I

ol

Funckion
Description :

Optionally you fid
may change the =
Name and

=

Designators for
clarity on the
display.

End Skake Selection:

End State: ILOC'u' j Define End States

Group Labels : [ (04 I Cancel |

27. Your diagram now looks as follows:

...... Dleuptares e e St e i G S SR S SRo il S S S o et S .
B e TR PE41 e TR L l PE2 e EETEER L s
.......................................... 2
-------- Mot Guantified - Mot Uuantitied Hot -Quantified - Not Laantified - - - - - Hot Quantified: fOC
=Nt BEhFed

28. Right-click the IE and each PE, choose Parameters, then rename them to suit our example.
IE 1 = Leak, PE 1 = Detection, and PE 2 = Repair.

"""" Oceurred ~ ~ 7 |—| —————" " " " Cecurred T 7 I—l —————1 " " " Oeeurred © 0 T
Leak fpi—wv-——— - - - - Failure to Deteed —muw——— —~ ~ — Spak  pb——""- -~~~ ire
...... I_'—I TR B i huan e = e st o l—'—l g W T . 1}

Note: When you rename the IE or PE, the event is also quantified with a 1 for convenience. You can
and will change the quantification in later steps.
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29. Continue adding and defining the PEs and End States to suit our example. When you are
done, your Leak ESD diagram for the Parked in Hangar Phase looks as follows:
(Quantification numbers will appear as a result of future steps.)

These numbers
will not appear
as yet.
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Initiating and Pivotal Event Quantification

Now that you have your Initiating and Pivotal Events defined with Event Sequence Diagrams, you
can begin to quantify the probability of these events occurring. Each IE and PE must be quantified for
the Analysis module of iQRAS to provide you with complete results. iQRAS has a rich suite of
quantification models ranging from popular parametric distributions (Normal, Lognormal, etc.) to
functions of random variables.

Creating or selecting a quantification model associates a probability distribution with an event
(initiating or pivotal event in the ESD, or basic event in a fault tree). After a probability distribution is
associated with an event, iQRAS uses it as the model for quantifying the risk of that event; the
likelihood of the occurrence/non-occurrence of the event. This model is also called an uncertainty
distribution because one cannot be absolutely be sure that the mean probability is the true probability.
The uncertainty distribution shows by how much the probability of occurrence can vary and the
likelihood that any value within this range is the true probability of failure.

Point Value

iQRAS enables quick quantification of events by way of a point value for the probability. You can
either enter a point value directly or use a slider bar to select the value. This is the default approach
used within iQRAS, which might not suit all situations. More complete quantification approaches
require the use of the following models.

Direct/Demand Based Models:

Events which occur at the specific time (absolute mission time or time relative to the occurrence of a
previous event) that an item is called upon (demanded) to function. The outcome of such an event is
binary, either success or failure, yes or no, etc. The failure of components to start belongs to this class
of events (e.g., AutoPilot fails to start or Wing motor fails to operate). The event is quantified by a
probability of occurrence/non-occurrence and an uncertainty distribution.

Events which occur over an interval of time, for which the probability of failure over the length of
the interval is expressed as a point estimate and an uncertainty distribution. In effect, the time interval
is considered to be a single demand and the item’s performance is classified as either success or
failure (e.g., the failure probability of landing gear tire may be expressed as a point value with an
uncertainty distribution). In this sense, the success or failure of the tire in that interval is a demand
based event.

Direct/Time Distributed Model:

The time of occurrence of an event over a specified time duration is a random variable and the
probability that an event occurs before a specific time is defined by a time-to-occurrence distribution
(reliability function in iQRAS).
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Fault Tree:

The event is decomposed into a logical combination of smaller events (basic events). Basic events
have a probability of occurrence associated with them. The probability of the initiating or pivotal
event is calculated as a function of the probabilities of the basic events.

30. Begin the quantification selection process by selecting the Leak IE in the ESD. Then right-
click and select Parameters from the menu..

Cut

Copy

Paste

v v v

Delete

Froperties...
Set Property A Default...
AutoSize Box

i GRS T CCR I AutoFit Text
- . TPUTRT
I Parameters. ..

W T e e T G Lluantification Model Librany...

31. The Parameters window appears, listing IE details and the various models you can choose
from. For our example, select Direct Model, then click the Quantification button.

£ IQRAS ESD Initiating Event | X|
Mare ; I Leak Descripkion ;!
Designator ; | Leak
Binalyst : | _ﬂ
Function ;!
Descripkion |
Mokes L!
—Cuantification
. i [ [ 1 [ [ 1 [ [ I i
" Point Yalug i 1 Probahiliy: | i }
& Dirsct Model Direct Model: Cuiantification |
T Fault Tres Fault Tree: i Li
Group Labels @ v Speling | oK I Caricel |
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32. The Quantification Model Selection window appears, showing the Demand and Time based
models that are available. For our example, choose Time-Distributed — Reliability Function
(Exponential).

4 IQRAS Quantification Model Selection
—~Event
Mame: Leak

Demand at a
specific time during

/ the interval.

Designator; Leak,

\

—Salect Type of Event f Quantification Modsal:

~Demand Bazed:

Irstantaneois [at time b
Cotimeto= o000 |5 =]

£~ Time t0 not specified

Demand @ t= 0.

|l'-'|:un" Eskimate and Lincettamby _ll Demand at any time

" Success{Failure - viewed over entire time interval ] during the interval.

I Fl

—~Time Based:

A

% Time-Distributed

IReIiaI:uiIity Funiction (Exponential) _ﬂ

Durakion Uriks of duraticn

E lD vl

—Model;
Marme;

[
Drescripkion:

| = |

=

Speling I.ﬂ.dd ko Iﬂ:nrar':.fl Mexk... I Cancel |
Mathermatica Disabled

33. Click Next... to begin defining the distribution details. For our example, we will assume 1
leak occurs every 1000 days in the hangar, +/- a few days. Enter your data to match that on
the following screen, then click Evaluate.
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£ IQRAS Time Distributed / Reliability Function [Exponential] |
Leak
Leak
Select Distribution For lambda; Lambda unit: 1/ m
|Nu:urma| j
Uncertainty on Lambda
Maode of Input 1.0e0
| MeanyStandard Deviation ;I /
The1
e [0.001 This chart is \ 3 i /
S s0e
Std, Devistion | 0.0015 populated
after the \{
distribution ~
is evaluated. o
(] f. .-" "-.
R B
— (o} [u] w
Farameters

Log Axis | COF PDF
Evaluate Skatus Save I Cancel |

You may experiment with different values/settings to more closely model the risk of the leak
occurring in the hangar. Be sure the unit you use for Lambda matches that of the Mission Phase
you are evaluating for; in our example, it is Days.

34. Based upon your criteria, iQRAS evaluates the model and presents the results to you as
follows. Click Accept to move forward. Click Do not Accept to go back to the model screen
and make adjustments.
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4 IQRAS Quantification Model E valuation Results x|

Tirme Diskributed (Exponential Feliability): Uncertainty on lambda

Lambda units are: D

Based on parameters entered, the uncertainty distribution will truncated by 25,25%.,
The ariginal mean value is 0,001

The new mean is: 0.001641

The cumulative Failure probability over the time interval [0.00 - 2.00] D is:
Fiy=0

Fi0.2) = 00003252
F{0.4) = 0.0006562
F{0.6) = 00009541
F{0.5) = 0001312
Fi1) = 0.00164
Fi1.2) = 0.001967
Fi1.4) = 0.002295
Fi1.6) = 0.002622
Fi1.8) = 0002949
Fiz) = 0.003277

If this is acceptable, click 'Accept’; otherwise click 'Do Mok Accept’ and change the input distribution

Accepk I Do nat acceptl

It should be clear from these numbers that the longer the aircraft spends in the hangar, the more
likely it will experience a leak.

35. When you are done evaluating, click Save on the on the distribution details window. This
returns you to the Leak IE Parameters window.

‘ Lag Axis | CDF POF ‘
Evaluate Skatus Save I Cancel |

36. Click OK on the Parameters window to return to the ESD diagram.
37. The IE appears with quantification results listed on the ESD diagram.

* Oecurred

- ® Mot Guantified
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38. The next step in quantifying is to quantify the Pivotal Events in the ESD. Each PE in the ESD
must also have a failure model, and optionally a time duration for the event.

39. Right-click the Failure to Detect PE then select Parameters.

e A Tra U T U i:lc‘cu .”E;j R T E T ] T IR D I:I.cm._”réd.
f Loyl | S S NS SR SRR - - {12, ([t Bing  @ins TEnE  wive o

B

‘Mot Quantified -

40. Select Direct Model — Quantification as before to open the QMS window. Assuming that
the Leak can be detected any time during the hangar phase, select the Success/Failure —
Point estimate and Uncertainty model option, then click Next....

O 1QBAS Quantification Model Selection

—Event
Marne: Detection

Designator; Detection

—Select Type of Event f Quantification Model:

~Dremand Based:

lnstanianenu: at time b0
£ Timeto = |0,000000 R

€ Time k0 not specified

||'-'r.nnl' Estimate and Lincetbainty ;I

¥ SuccessiFailure - viewed over entire time inkerval

IPaint Estimate and Uncertainky j

~Time Based:

" Time-Distributed

| =

Duration Units of duration
—Maodel:
Mame:
Description:

Spelling I Add to Iibraryl Mext... I Cancel |

Mathematica Disabled
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Note that this and the following value selections produce a success/failure model with very little
distribution. This is what we want since we are modeling the detection of a leak as either detected or
not at any time during the hangar phase.

41. Select a Normal Distribution, with a Mean of 0.1 and a Standard Deviation of .001. Click
Evaluate, Accept the results, then click Save.

{» IQRAS Demand Based / Point Estimate and Uncertainty E

Failuure bo Diekeck

Failure to Detect

Select Distribution far B

INarmaI :J

: Uncerta P
Mode of Input J— neertainty on

| Mean/standard Deviation ;‘
382

IMean ¢l / \
25682

std, Deviation | 0.001 /

1.3e2 —

I

FDF

in
d
=

9.7e:2
1.0e-1

=

Farameters

Log Axis | CDF PDF
Evaluate Status Sawve I Cancel |

42. Perform model selection for the other two PE in the ESD (Failure to Repair and Spark). Be
sure to click Save when finished with each.

» Failure to Repair: Point Value = 0.20
= Spark: Direct Model =
o Time-Distributed, Exponential
o Duration = 2.0 Days
o Weibull, Scale = 0.02, Shape = 1.5
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ESD Creation, continued...
At this point, you have an ESD for the Leak while the aircraft is in the hangar.

43. Rename the ESD you just created to “Leak PIH ESD #1” using the name field on the Dialog

panel.
D itoraft_mission,_snalsistircratt_mission_analysis]_ | [ Dessivcratt_mission. anslysishaircrait_mission_analysis 0P [4] o @
= |
B[ Aeraft [=HE Puoiect. I0RAS Project
& ] Engine System:ES] | @ EventSequence: | ~IGRAS ESD System
= EE Elpﬁﬁir:n:?n = Titke: ¢ Description =
- @ Lesk:Leak_IE1 EE Matre : | Leak PTH ESD #1
FTOTI = D:\ircrafl_mission_analysishAircrafi_mission_analysiz |GF | Beslanabin.: E—— =l
[@ FTaTz el s I Function =
[ From3 —| E-@ lritisting Event:Leak:Leak R Description |
B[] Aeradynamics:hero BB Pivatsl Event Failure ta Detsct-FDet Compiled By ¢ [
B Wing Spstem:ws1 £ Pivatal Event: Spark:Spark approvedys| ‘ H
-l Wing Estend Motor WEM1 & End State: Fire: Fire Motes |
E- @ Stuck:Stuck_IE1 ‘g End State:Not MA:NMR
WEMDTI =@ Pivotsl Event:Failre to epait:FRep =
[l WEMOTI 2 @ End State:Not MRzNMR2
B wionics: wionics @ End State: Limited LossLFL
B[] Auto Pilot System:APS1
B[l Auto Piot Contiol:4PCT
@ Auto Plot Contol fail:APCF_IET
APOTI
E- @ Incorect sensor data:1SD_IE2
APOTI

44. To validate your ESD, select it then perform an Analysis. (Analysis — Perform)You will see
the validation steps displayed in a window and the analysis will either succeed or fail. If it
fails, you need to determine the issue from the validation steps window. You will also see the
results listed at each End State on the canvas.

You also need to create ESDs for the other Phases of the mission. ESDs for the same IE may be
different due to the conditions that exist during other phases. For example, it is not possible to repair
the leak during, takeoff or in flight. The next steps guide you through creating the remaining ESDs for
the Leak.

e Leak
o Parked in Hangar — ESD #1 = completed
o Takeoff - ESD #1.1
o Inflight - ESD #1.2

To simplify matters, you will be making a copy of ESD #1 then make a few changes to it as ESD
#1.1.

45. Right-click the Leak PIH ESD #1 then choose Copy from the menu.
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=] =l
O:MAircraft_mizsion_analvzizhbircraft_mission_ana... |
E}-@ Project: 1GRAS Project

[-HE] Event Sequence;

© i C

ik el

Chrl+C

E, Baste

> Delate Del

I @ Aircraft_missi._.

Sttt ransren o

46. Move your cursor to the Project level at the top, middle of your screen. Right-click, then
select Paste.

=] x
| D:MAircraft_mizsion_analyzizhdircraft_mizzion_ana...
7 | B :
EI E- EventSequenc g (501 (etrl7%
E ..... @ FIH ESD EE ) Eapy [Ehf+E
5 Lielpaste  Culv
;; > Deleter Dl

47. You now see a copy of the first ESD for the Leak.

21z

0 '\.f-‘-.lrereft mizzion_analyzizhaincraft_mizzion_ana..

E} - Event Sequence
- PIHESD #1
@ Ewvent Sequence Diagram: 2

I @ Adrcraft_missi__.

48. Rename the copied ESD to “Leak Takeoff ESD #1.1”.
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49. Open the ESD Diagram panel. Right-click the Failure to Repair PE, then select Delete —
Delete Branch. Notice that everything under that PE is deleted after you confirm the
deletion.

Failure t =

""" Properties. ..

------ Set Property Az Defaul... A

AutaSize Box

...... T

...... Load Image...

...... Parameters Sl e S S e . .

(Huantification taodel Librarny...

{ I1QRAS Confirm Delete / Cut |

ou are about to delete | cut a ESD Pivotal Event.
lease Confirm,

[ Do noet show this message again lo)'4 I Cancel |

Y WL ¢ LN 00 LY
Q 6 S 0 RS 5 G0 0,0 (RSN G G 8 0V
-7 | Now your SoeGEE st s sl s o e 55
%5 diagamlocks (S G G S B EE SIS GG BEE S GG 5
| like this... A A U
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50. Because the Failure to Repair PE is not possible during this phase of the mission (Takeof¥),
we have asked you to delete it and replace it with an End State of MR (Return). Most likely

the aircraft would have to return to base once the Leak has been Detected. Your diagram now
looks as follows:

Q ..... RN I S S S Cemamad’ © e s Geiured @
Leak | Failure to Deted om0 Spakk pb—— — — ———m ine
0.00001254 -Not Quartified - - - - - - O e S e Mot Quartified - - - - - - 0z . Mot Quantified- - - - - Nﬁﬁ_‘f“ﬁa

G
.......................... Notuam”e"""""'""""""""':'-NotElEll'ahd'

51. Now you have an ESD that you can use to apply to the other phases of the mission for the
Leak IE. Perform a copy/paste of the Takeoff ESD for the In flight phase of the mission.
Rename the copied ESDs to suit the Mission Phase

e Leak
o Parked in Hangar — ESD #1 = completed
o Takeoff - ESD #1.1 = completed
o Inflight - ESD #1.2
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52. Continue by creating ESDs for each remaining IE. You can make your diagrams as simple or
as complicated as you wish. The following examples are suggestions only.

Note: You can run an analysis on any ESD to clear up any construction errors or missing logic.
Simply select the ESD and click the GO icon, or Perform from the Analysis menu. The analysis will

run and show you any errors. You can view the ESD results via the Results Summary icon or the
option on the Analysis menu.

e Stuck
o Inflight - WEM Inflight ESD #2 and #2.1
o Stuck IE quantification = point value = 0.001
o Failure to Compensate quantification = point value = 0.5
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e AutoPilot Control fail
o Inflight — AP Inflight ESD #3
o APC fail IE quantification = point value = 0.00001
o AP Off fail quantification = point value = 0.03

Oecurred Cecurred ~ ~ 0 0 7 LT T

N RISt SNSRI AP OffFall e - .o Memantial ©
0 a4, - . . .. o.eoool- - - - - - - - - ob=: . - . . . . .. ooz - - - - - - [T 1T
...................... =000

Mot Occurred

e Incorrect sensor data
o Inflight — AP inflight ESD #4
o Incor data IE quantification = point value = 0.00001
o Failure of crew quantification = point value =0.15
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Associating ESDs to OTls

Now that you have several ESDs to work with, it is time to associate them with the appropriate OTIs
in preparation for the analysis. Making this association is critical as the behaviour of a particular sub-
system during a particular time interval is determined by the ESD logic and quantifications. The
analysis will error out if this association is not made.

53. Select OTI 1 in the Master Hierarchy panel.

D:MAircraft_mizsion_analyzizhdircralt_mizsion_analyzis [OF |

D:%Aircraft_mizzion_analvzizhdincraft_mizsion...

E@ Aircraft
|_-—_|[f_] Engine Spstem::ES1
E[ﬁ] Fuel System:F51
E[i Fuel Tank::FT1
=i Leak:Leak IE1
FTOTIA
0Tl

E}@ Froject: 10R&5 Project

[=HE) Event Sequence:
@ WEM Inflight ESD #2
@ WEM Inflight ESD #2.1

- AP Inflight ESD #3
-

ysis IGP

AP Inflight ESD #4
Leak PIH ESD #1

ft_mission_anal

54. Select Edit — Select ESD for OTI menu option. Choose Leak PIH ESD #1 from the list then

click OK.

Edit Layout Settings Analysiz Tool
{8 ]

Cut Chrl+
LCopy Chrl+C
Fazte Chrl+
Delete Del
Find...

Replace...

Select ESD for OTI

Eremese BEL fram O

4 IORAS ESD Selection B3
Marne: ’ Description

SWWEM Inflight ESD #2
WEM Inflight ESD #2.1
AP Inflight ESD #3

AP Inflight ESD #4
Leak PIH ESD #1

Leak Takeoff ESD #1.1
Leak Inflight ESD #1.2

4]

| H

Define End States...

[ o ]

Cancel |
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55. If you make an error, you can also remove an ESD from an OTI using the Edit menu option.

Edit Lawout Settings Analpsis Tool
Hrde

Cut Chrl+
Copy Chrl+C
Pazte Chrl+f

Delete Del

Find...

Replace...

Select ESD for OTI
Remove ESD from OTI

Define End States...

56. Associate each ESD you created with each OTI in the Master Hierarchy panel.
57. Select Show OTI’s ESD Name in the Layout menu to display the associated ESD name.
IT Show D esignator
Show Analyst

Show Description
% chow OT1's ESD Name

D:hAircraft_mizgion_analwzsizhAircraft_miszion_analpsiz QP
E@ Ajrcraft
EI@ Engine System:; ES1
EI@ Fuel System:F51
-l Fusl Tank:FT1
E- i Leak:Leak_|E1
E FT OTI 1:Leak FIH ESD #1
FT OTI 2:Leak Takeaff ESD #1.1
FT OTI 3:Leak Infight ESD #1.2
EI@ Agrodynamics:iern
E[fj Wing Spsterm: WS
E[i Wing Extend bMaotar:4WE k1
- Stuck:Stuck_E1
WER OTI 1:WEM Inflight ESD #2
WERM OTI 2:WEM Inflight ESD #21
I'_—'I@ Avionicz:Avionics
EI@ Auto Pilot Svstermn:APS1
-l Auto Pilat Cantrol AP
EI @ ALuto Pilot Contral fail:: APCF_IET
- AP OTI 1:AP Inflight ESD #3
= @ Incomect sensor data:|SD_IEZ
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Analysis
iQRAS provides several different approaches to performing analyses of a system, sub-system, IE, or
an entire root such as our example aircraft. You can perform analyses at any level of your hierarchy.

To continue our example, we will focus on the Leak, and the systems it is associated with.

58. Select the Fuel System in the Master Hierarchy. This is the level at which you will perform
the analysis.
59. Select Analysis - Perform from the iQRAS top menu bar.

60. The Progress window appears, listing each validation and success/failure step during the
analysis. A quick review of this window will show the problem areas if any.

4 IQRAS Analysis Progress HEE

Message |Time :_j
40 “erification c:u:umpleted ESD Leak Takeuff ESD #1 '1 Wed Oct 18 05:47.03

4 Verlflcatu:un c:u:umpleted OTI FT OTI 2 i Wed 001 1508 4? 05

o

43
44
45
46
47
43
49
a0
51 .&nalysm cumpleted ESD Leak Takeu:aff ESD #A,

52 Analyms u:umpleted ESD Leak Takeu:aff ESD #1 1

53 Analyzing OTI FT 0TI 3 i
a5
56
=T
a5
=9 Verlflcatu:un c:u:umpleted ESD Leak In |g_ ESD #1 2
G0 Analvzmg ESD b

1
62
63
B4
65
(=13
E7
G5
EA © VWed Oct 18 08:47:05
7n m. Wed Oct 18 08:47:05
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61. Click the Result Summary icon from the main Toolbar, or the Analysis menu. Via the
resulting window you can select and view the results of your analysis.

O IQRAS Results View =5[]
File Canvas
Selected Level: W Selected End State: !—
B Fuel System
- FT1 Cliatative Kesul Tots ] iz I Evert ]
£ @ Leak_IEL
L MR STATISTIC |VALUE
- Locy Wean
Lo R I ) i
) MR, 95e1 (A P |
= Locy 1o
o ) MR 2.0e-1 L + 4
- [ NMR e |
= Locy i
- MR \ - asth
= End states are
o5 1 accumulated at
ss1 -1 each level of your
sser|4{ hierarchy for
% ons L] results review.
i A AR
Consequences (not 1 | Most results ||
shown) will appear pd screens start out
on the Results A blank. Use the
Summary hierarchy. Quantify or
Compute buttons B

to show results.

Parameters

e | Log Axis FDF CoF Quantify

62. Select the LOCV end state at the bottom of the list, then choose the Quantitative Result
Total tab on the window, then click the Quantify button. This populates the chart, of which
you can display either the PDF or CDF distributions. Log axis is also available.
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O IGRAS Results View

File Canvas

Selected Level: [Fuel System Selecked End State: !—
5[ Fuel System
. FT1 Quantitstive Result Tnhl] Guaritative Resut Rariking I Exeitires I Girtiets ] ety ] Pzt Everts | Voo Rakin ]
B . Leak_IE1 -
o R 5 4 Uncartainty ;TAT STIC .:gnLnu; -
Lo LOCY e I
= MR o R
5 MR, 5t “000ooiet
- LOCY 10th :0.00000261
= R gk
() WMR: anth 00002348
- ) Loy asth 00003728
() 1R
604 \
é 4004
2004 \/
PDF, CDF,
and Log axis
option
buttons.

o
a @ a
e o w

Point Estimate: |— Log Axis W COF Quantify

18

63. The results show that the LOCV end state has a 0.00001316% mean probability of occurring
due to the logic of the ESD and OTIs associated with the Fuel System element. This
probability is the aggregate of the probabilities for all end states of type LOCV under the Fuel
System.

Note that the Results View has a number of tabs and options to display the results of the analysis. The
following steps will acquaint you with the options available to you and a brief interpretation of the
results of the example system thus far.
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64. Move now to the Quantitative Result Ranking tab for a more detailed look at the situation.

Choose the first end state, Fire, which is the largest percent of the total. When you choose the
end state, the other tabs across the top become selectable as well.

O IORAS Results View
Selected End State: i‘“—

File Carivas

Selected Level: [ Fuel system

= @ Fuel System
Cuanfiative Result Total I Quantitative Result Rankingl Exventiree I CutSets I Uncertainty ] Pivotal Everts | Importance Ranking

% Ranking by Sceran bility L.
" Ranking per Tnitizting Exent Remember, this is only the Fuel System level.

Griginal Analvsis Case

Scenario Rank |End State Scenario Probability |Percent Total

FT OTI1
FT TS

65. The default view is showing the Ranking by Scenario Probability, which you can then view
the CutSets, Uncertainty, Pivotal Events, and Importance Ranking tabs. If you choose
Ranking by Initiating Event, you can view the Event Tree results tab.

66. With the Fire end state selected, click the CutSets tab, then click the Compute button. Listed
will be the events going back from the end state to the original initiating event.

4 IQRAS Results Yiew =
File Canvas
Selectedlsvel [Fgioyatem SelctedEndStste [T
Qutafive ResutTetl | Guartlive Resut Ranking | Eveif 7o | CutSets | Uncertinty | Piuotel Everts | importnce Ranking. |
Leak_IE1 Cut-Sat Filter Ssttings
= R, - =
= Loy Hin, el Evet Sart by Probability compute. |
= 1R Max, Order: Display 4 of Cut Ssts: [ 500 Sart by Order
MR | | S ieeh |
[ LOCY :
= R
g HIR. cut_[Events Prob Order
LoCy
; i [(Spark Dt Leak]] 11620005 3

67. Click the Pivotal Events tab to view the details of these key elements of the cut-set.

4 IQRAS Results View
File Carvas
Selected Level; I Fuel System Selected End State: r,,,:.—

= {ﬁ Fuel System
- FT1 Quantitative Resuft Total I Quartitafive Resuft Ranking

I Eweitires I Cutets I Uneertainty ] Pivotal Eventsl Importance Fanking I

Event |Deseription |oceurred /ot |Probability |

1 Leak.
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68. Click the Importance Ranking tab, then the Compute button to view the relative
importance measure of each element of the cut-set.
- selectedlevell [Fuslsystom SokeredEndstate: [Fm

B Fuel System

=@ FT1 Ouarafive Resul Toll | uarfative Resut Rarking | v 1o | Gt | Uncetbity | PivomiEverts | imporiance
- Leak IE1 :
= R Compute
= Locy
= MR Events [F-Vesely (Critical) [Birnbaum ic_[Risk Achi Worth [Risk ion Worth [Uncertainty Rank [ Contribution To Varianee |
[ MR i Spark 1 000327 35196 Ry 0513
L LOCY 2 Foet 1 ooooie o nfinty 0.00438
L[ MR 3 Leakc 1 |0.00354 305187 “Infinity 0.639 520442
= R i 4 -
= Loy
= MR

69. The Uncertainty tab displays the distribution for the Fire end state in our example. Click the
Quantify button to plot the results.

© IQRAS Results View _[5[x]

File Canvas
Selected Level: [Fue| System Selected End State: [15,-

- Fuel System

£ FTL Ouankiaive Fesul Tl | Cunkiabve Resul Ranking | Everl (1o | Gulgets ot Bverts | Imporance Ranking |
LB @ Leak E1
() WMR el Uncerainty STATISTIC |VALUE
(B LoCw ; [ o
() MR, 15t 0.00000013
= R i
(M LOCY 10th 0.00000113
(. MR 50th 0.000007 7
o [ MR, B
S Loy 95th 000003578
Lo MR asih 1000006376

7504

PDF

504 ,U,

2504 .\/\F/

w0 @
o @

208
&

Parameters

Probabilty: Logas| | POF CoF Quantify
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70. Move back to the Quantitative Result Ranking tab, this time selecting the Ranking per

Initiating Event option, then choose the top most Leak IE.

4> IQRAS Results View

File Carvas
Selecked Level: I Fuel System Selected End State: I

= @ Fuel System
@ FT1

Quartitative Result Total I Quantitative Result Ranking | Event Tree I L I LIRCeraltiy I Pt ital Bt | IFripnttatiee st |

" Ranking by Scenario Probability
i Rarking per Initisting Event

Original &nalysis Case

Percent Total

Scenario Rank |Initiating Event
[l eak FTOTI 1

71. Choose the Event Tree tab to view the Event Tree paths and results from the Leak IE.

4» IORAS Results View

File: Carwas
Selected Level: | Fuel System Selected End State: |

: ] Ulheramty | Eivota| Events ] IportEnGe Ranting I

E@ Fuel System
(- FT1

Cuantitative Result Total ] Quartitative Result Ranking

- Leak - -‘FailuretuDetect - - Spark- - -Failuretu-Repair‘- -End State Type - | - - Mean Prob. - ‘

72. Select, then investigate the other End States (NMR and MR) and the results being shown for
each. Also note the File and Canvas menu options you have to export results and control the

Event Tree canvas within the Results View.
2] =]

Save As

Savein: I 5 ircraft_mission_analysis j = EF '

4 IQRAS Reszults View

File Carvasz

Expart Uncertainty Data

Export Uncertainty Results
Export Cut Setz
Export Importance Results Sawve as typer | Test Files [t =]

File: narne: | Save I

Cancel |

v

Ewmmrt [ agran ok S b aand )
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73. Close the Results View and select the Aircraft at the highest level on the Master Logic panel.
Run the analysis at this level and view the results.

B[] Engite Systern:EST

El[f] Fuel Syztem::FS1
=l Fuel Tank:FT1
- Leak:Leak_|E1
- FT OTI 1:Leak PIH ESD #1

FT OTI 2:Leak Takeaoff ESD #1.1

74. Note the addition of more elements that lead up to the LOCV end state.

€ IQRAS Results View

File Carivas
Selected Level: | ajrcrart Selected End Skate: i
Ei---@ ircraft - :
|._j@ ESL Cuantitative Result Total IéQuanﬁhﬁve Rezult Ranking I Eifertiires I CifEets I Uhzerainty ] Fiyotal Evernts | Irporanne Ratiing I
1 Fst
[ MMR, 1% Ranking by Scenario Probakility
- [ LOCY ' Rarking per Iritiating Event
- [ MR
] fera Original Analysis Case
1 wst
- [ MR Scenario Rank |End State |0TI Scenario Probability | Percent Total
-] MR, 1 Fire FTOTI1 00000116 56527 i
Avionics 2 F.![E
& Eire
b B coael R
/ All end
states for the
system.

The selected LOCV end state is the aggregation of all LOCV end states for the Aircraft system. Note
the other LOCV end states under the Fuel System and under the Auto-pilot. You can view the
probabilities of these LOCV end states by selecting them and viewing their results via the same
Results View.

All end states, no matter the Mission Phase, OTI, or ESD they are a component of, are displayed on
the Results View, if the analysis is run at the highest level of the system. If the analysis is run at a
lower level, only the end states applicable to that level and below are analyzed. This feature allows
you to focus on a particular aspect of your system, or take a higher level view.
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CHAPTER 4
IQRAS Fault Tree Analysis

Fault Tree Analysis (FTA) are used during Reliability and Safety assessments to graphically represent
the logical interaction and probabilities of occurrence of component failures and other events in a
system. The interactions are captured using a tree structure of Boolean operator gates, which
decompose system level failures to combinations of lower-level events. The analysis of Fault Trees
identifies and ranks combinations of events leading to system failure, and provides estimates of the
system’s failure probability.

This chapter:
e Introduces FTA systems
e Describes the iQRAS FTA features
e Qutlines an example FTA system
e Describe the FTA Editor, Toolbars and Shortcut Keys
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Introduction

The iQRAS Fault Tree module provides a wide variety of both qualitative and quantitative
information about the system reliability and availability.

Fault Tree Analysis is a well-established methodology that relies on solid theories such as Boolean
logic and Probability Theory. Boolean logic is used to reduce the Fault Tree structure into the
combinations of events leading to failure of the system, generally referred to as Minimal Cut Sets,
many of which are typically found. Probability Theory is then used to determine probabilities that the
system will fail during a particular mission, or is unavailable at a particular point in time, given the
probability of the individual events. Additionally, probabilities are computed for individual Minimal
Cut Sets, forming the basis for their ranking by importance with respect to their reliability and safety
impact.

Using this detailed information, efforts to improve system safety and reliability can be highly
focused, and tailored to your individual system. Possible design changes and other risk-mitigating
actions can be evaluated for their impact on safety and reliability, allowing for a better-informed
decision making process and improved system reliability. This type of analysis is especially useful
when analyzing large and complex systems where manual methods of fault isolation and analysis are
not viable.

A Fault Tree is a graphical representation of events in a hierarchical, tree-like structure. It is used to
determine various combinations of hardware, software, and human error failures that could result in a
specified risk or system failure. System failures are often referred to as top events. A deductive
analysis using a Fault Tree begins with a general conclusion or hazard, which is displayed at the top
of a hierarchical tree. This deductive analysis is the final event in a sequence of events for which the
Fault Tree is used to determine if a failure will occur or, alternatively, can be used to stop the failure
from occurring. The remainder of the Fault Tree represents parallel and sequential events that
potentially could cause the conclusion or hazard to occur and the probability of this conclusion. This
is often described as a "top down" approach.

Fault Trees are composed of events and logical event connectors (OR-gates, AND-gates, etc.). Each
event node's sub-events (or children) are the necessary pre-conditions that could cause this event to
occur. These conditions can be combined in any number of ways using logical gates. Events in a Fault
Tree are continually expanded until basic events are created for which you can assign a probability.

The top level event must be described precisely. Defining the top event too broadly leads to an open-
ended tree, showing no specific cause or causes for failure. Similarly, defining the top event too
narrowly leads to possible cause omissions. An FTA needs to include all possible weaknesses, faults
or failures present in the system that could cause safety hazards or reliability problems. Hardware,
software, and human components of the system must be included in the Fault Tree Analysis. All
interactions between the system components and elements must be fully described in the FTA.
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Creating a Fault Tree System

Consider the Leak you modeled in the aircraft example. While you did quantify it using a basic time
distributed model, you can more accurately determine the risk of the leak if you can quantify the
events leading up to a leak. Fault Tree modeling is an excellent tool for such an analysis.

Using the Leak as the Top Gate or Event, we will assume the following:
e The Leak can be caused by:
o A corroded tank
o A burst tank
o A loose pipe fitting
o A broken pipe

This arrangement leads us to a Fault Tree with 4 events and 3 OR gates.

Tank Prablam

Comoded Tank Burit Tank i Loa e Ating . Eroken Aps
| Evant 1 l | Evant2 | | Evant 3 | | Evantd l
*Niet Qurartified Mot Qoartified © © Hot Quantified ® - Not Quarntified

You will then determine the Failure models for each Event. After that, performing the analysis and
attaching the Fault Tree to the Leak IE are the final steps.
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Constructing the system
To construct a new Fault Tree system:

1. Click the project at its highest level.
2. Select the Add menu from the menu toolbar. Select the Fault Tree System. A new Fault

Tree system is added to your project. Also notice that the Top Gate (OR gate) for the system
has been added to the System window in the lower left of the workspace.

IhEB|raaa =i e A
—izl=l 2] x|
| o O Sareraft_miszion_analysishaircraflt_mizsion_analysiz. | QP
g | HE e it
i [-HE] Ewent Sequence:
n.':u @ WEHM Inflight ESD #2
%, I WEM Inflight ESD #2.1
§ ) AP Inflight ESD #3
RHS g ) 8P Inflight ESD #4
H# 7 EI ) Leak FIHESD #1
= A Leak Takeoff ESD #1.1
- :
5 <) Leak Inflight ESD #1.2
S
= Cr:Arcraft_miszion_analysishdincraft_mizsion_analysiz. QP
E EI@ SystemFault Tree: 16
o -y OFR:Gate 4:TOP GATE
g

3. The Dialog window for the Fault Tree system appears as well. In the Name field, rename the
Fault Tree system to “Tank System”. Your screen now looks as follows:
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v BV

—FaultTree System

Tile : | Description ;

1l

Marme |Tank Syskem

Designatar || ll
s | p =
Compiled By I lI
Approved By | e LI
Part Murnber : I
g I F

N

LCH

What is a Gate?

A gate is used to describe the relationship between the input and output events in a Fault Tree. For
example, a specific output can occur if and only if specific input events occur. These specific inputs
and outputs define each gate. A Fault Tree can have several different kinds of gates. The gate type
defines the appearance of the gate symbol when drawn in the Fault Tree. In addition, the gate type
determines how the inputs to the gate are logically connected for the minimal cut set analysis process.

Types of Gates
The following gates are supported in the iQRAS Fault Tree module:

OR Gate

The A OR gate indicates that the output occurs if any one of the input events occurs.
AND Gate
The & AND gate indicates that the output occurs if all of the input events occur simultaneously.

VOTE Gate

The Ey VOTE gate indicates how many of the gate inputs need to occur to cause the gate failure to
occur. For example, if the gate has four inputs and a vote of three was specified, this indicates that at
least three of the gate's four inputs would have to occur to cause the gate failure to occur.

NOT Gate

The Z NOT gate indicates that the output event occurs if the input event does not occur.
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NULL Gate

The ™ NULL gate indicates a single input only. These gates are used to allow additional
descriptions to be added to the fault tree for system events.

TRANSFER/Subsystem Gate

The b TRANSFER/Subsystem gate indicates that this part of the fault tree is developed in a
different part of the diagram or on a different page.

What is an Event?
Events appear in both Fault and Event trees, and may represent components unavailability, human
errors, system failures, initiating events, etc.

Types of Events
The following types of Event are available in the Fault Tree Module:

Basic Event

A L Basic event indicates an event for which failure and repair data is available.
House Event

A . House event indicates whether an event is definitely operating or definitely not operating
(dormant).
Undeveloped Event

An * Undeveloped event indicates a system event, which is yet to be developed.
Dormant Event

A * Dormant event indicates a system event with unrevealed failures until maintenance, or
inspection.

Adding Gates and Events

A Fault Tree is created by adding gates and events directly into the Fault Tree diagram edit area. As
you add gates and events to a fault tree diagram, the system will automatically position the diagram
symbols in the diagram edit area.

Once a new Fault Tree system is added into a Project the TOP GATE is automatically created. You
can enter and add gates to the Fault Tree by using the Select and Click method from the Fault Tree
Toolbar or by using the Add pull-down menu.

4. Click the Fault Tree Tab to open the Fault Tree Canvas.

5. Select an OR gate symbol from the Fault Tree Toolbar with the left mouse button.

6. Move the mouse cursor to a target gate within the Fault Tree canvas.
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7. Once the target gate has been reached, click the left mouse button to add.

|haaazemsonss AW ETE ©CEToweE0 T |
O e e O A e O 7

1 Basic Event

8. Select a Basic Event from the toolbar and add it to the OR gate on the diagram.

9. Click the Select Symbol to stop adding Gates/Events.

10. Add Descriptions to the new Gate and Event by selecting the Gate or Event, right-click, then

select Gate or Event Parameters from the menu.
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11. Continue to add/describe Gates and Events to match the example diagram below:

Tank Problam

Cormodsd Tank Buril Tank : Loo s Atng . Eroken Pps
| Ewant 1 |_ | Evant2 | | Ewant3 | | Evantd |_

“HNot Quantified - Mot Qoantified - Not Quantified - - Not QuzEntified
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How to Create and Add a Quantification Model into an Event

Quantification Models contain failure information or probability of occurrence data for human errors,
environmental conditions etc. A quantification model is assigned to an event or events, for use in the
Quantitative Analysis of the fault tree diagram. The selection process is similar to that used
previously in quantifying Initiating and Pivotal Events in the ESD interface.

12. Right-click the first Event, then select Event Quantification from the menu

13. The QMS window opens

4 IORAS Quantification Model Selection |
—Event
[ame; Exvent 1

Designiator; Event 1

—Select Type of Event f Quantification Model:

~Demand Bazed:

Instantanaos :at tirne t0

" Time k0 = ||j|.|I | LI

€ Time k0 riok specified

| ki

" Success/Failure - viewed over entire time interval

|i3'-:-|.-r Estimiate and Lncertsinky "'I

—~Time Bazed:

e Time-Distributed

IReliaI:uiIit';.-' Function {Exponential) _j

Duration Lnits of duration

|2 3 =]

—Model:
Mame:
Description:
| - |
I

Spelling I.ﬁ.d-:l ] h':-ra:":.fl MeExk. .. I Zancel |

Mathermatica Disabled
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14. This window is where you select/define the failure model to use for the Events in the Fault
Tree. Since our intention is to use this Fault Tree for the Leak while the aircraft is in the
hangar, select Time-Distributed — Reliability Function (Exponential) for a Duration of 2
days. Click Next when done.

15. The Evaluation window opens. As you did in ESD, select Normal Distribution, and
Mean/Standard Deviation. Enter a Mean of .5 and a Standard Deviation of .0001 for this
specific model. Click Evaluate.

£ IQRAS Time Distributed / Reliability Function [Exponential]

Ewent 1
Event 1
Select Distribution For lambda;
Larmbda urit: 1) ID '1
|Nu:urma| ﬂ
Uncertainty
Maode of Input 1.0e0
| MeanfStandard Deviation ;I a0
Mean |D.5 L B.0ed
&
o S e
5td. Deviation |.0|:u:|1| 40e1
Z20e1
a
U I o 7= S
& & o o 2
] =+ o o B
Farameters
Evaluate Skatus Save I Cancel |

16. The Evaluation Results window appears. Review the results, then click Accept.
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4 IQRAS Quantification Model E valuation Results

Tirme Diskributed (Exponential Feliability): Uncertainty on lambda

Lambda units are: D

Based on parameters entered, the uncertainty distribution will truncated by 0%,
The ariginal mean value is 0.5

The cumulative Failure probability over the time interval [0.00 - 2.00] D is:
Fiy=0

Fi0.2) = 0.09516

Fio.4) =0.1513

F{0.6) = 0.2592

F{0.5) = 0.3297

F{1) = 0.3935

Fi1.2) =0,4512

Fil.4) = 0.5034

Fiz) = 0.6321

If this is acceptable, click 'Accept’; otherwise click 'Do Mok Accept’ and change the input distribution

Accepk I Do nat acceptl

17. You are returned to the Evaluation window. Note the graph has been populated. Click Save
to go to the next step.

£ IQRAS Time Distributed / Reliability Function [Exponential]

Ewent 1
Event 1
Select Distribution For lambda;
Larmbda urit: 1) ID v}
|Nu:urma| j
Uncerainty on Lambda
Mode of Input 1.0e0
| MeanfStandard Deviation ;I /
The1
Mean |D.5 o
_ _ 8 S0e
Std. Deviation |D.I:II:I01
2 5e-1
a
di @ @ ] & ar dr
wn L) L) ['n] w w w
Farameters
Log Axis | COF PDF

Evaluate Skatus Save I Cancel |
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18. Notice that the Unavailability (Q) for the Event you have just quantified now appears below
the Event on the Fault Tree diagram.

' I Comrad®a TanR T BT | [ Loow AMng ﬁ —Hohn Ape ]
Event 1 Event2 Event 3 Event4

TE=0EZZT 0 0 0 NotQoartified - 0 Mot Quantified - Mot Quantified -

T T

19. Quantify the remaining three Events using the same steps, using your own values and
analysis selections. Suggestions:

e Burst Tank — Normal, 0.0001, 1e-6, 2 Days
e Loose Fitting — Normal 0.01, 1e-3, 2 Days
e Broken Pipe — Normal, 0.0001, 1e-6, 2 Days

Note: It is also possible to use the Failure Model Library to define and store Failure Models for
future use. Take advantage of this feature by opening the Quantification Model Library via the
menu that appears when you right-click an Event. There you can give your model a name, define it,
then select it as you wish for other Events.
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Performing Analysis
The Fault Tree Module provides a method to:
e (alculate unreliability and unavailability
Analyze Uncertainty and Sensitivity
Analysis Common Cause Failure (CCF)
Produce minimal cut sets
Fault Tree Sequencing, Initiator and Enabler, Initiator Only, Enabler Only
Determine the importance of elements in a system

To verify the Data.
20. Select Verify Data from the Analysis menu.

Analyziz Mindow  Help

Werfp Data...
) Perform
e e e

Statusz...

Surnmnary

Retain Resultz For L

Options

Sersitimit..

If the following window appears, correct the detected errors and repeat the verification.

4 IQRAS Yerification Results = =] B3
1 Msg#: 2 MsgTwpe | 2  MsgText: Save |
quantification model not evaluated For event Event 2
z Warring quantification model not evalusted For event Event 3 Show me i
3 Warning quantification madel not evaluated for event Event 4 Total Msgs:
4 | Faulk Tree Yerification completed - With warnings g=
| ‘t
~Filker
Update
¥ Errors
v Warnings
Show Msgs:
| 100
{ | i
ak I Cancel
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To analyze the system:

21. In the System window, click the system header.

22. From the Analysis menu, select Perform. A dialog box displaying the progress of the

analysis appears.

dnalyziz Window  Help

Wernfu Data...

o EE—
e e

Status...

Surnmnary

Fietain Results For k

Optione

Sensitivity. ..

When the analysis is complete, the objects in the System window are updated with the analysis

results.

2=

D:%Arcraft_migzion_analyzsistAircraft_mizsion_analysis. |QP

I Fault Tree

Elﬂffj SyatemT ank Spstern: 0=0.6335
-y OR:Gate 1:Leak:0=05335
Elﬁ OR:Gate 2:Tank Problern
. BASIC:Event 1:Comoded Tank: Q=0 6321

Elﬁ 0OR::Gate 3:Fiping Problemn
Loffy BASIC:Ewent 3:Looge Fitting::0=0.0158

Note: If you want to see results at different levels of the tree, select the Retain Results For... option
on the Analysis menu prior to running the analysis. Choose the level you wish to see results for.
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The Fault Tree canvas is also updated with the analysis results.

Teah

Tanh Froblem =+ s o+ s o =« <" Pping Froblem
gl Gate 2 [ BWE BN B o Gate 3 |

—ComodsdTaR | [ BuritTanW | [ Loew AHing |, [ Erohen Ppe
Evant 1 Event2 Evant3d Evant 4
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23. Select Summary from the Analysis menu to compute the results. The Fault Tree Results
dialog box appears.

 IQRAS Fault Tree Results

’_’7
1 [uEvert1y 6.3218-001
2 |iEvert3y 1 960e-002
3 |uEvert2y 2.0008-004
4 |iEvertay 2 000e-004

24. Enter a Min. Probability of 0, and a Max. Order of 4. Click Compute. The cut sets for your
Fault Tree are displayed, along with their probability.

Note that you can export the results of the analysis via the File menu.
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25. Click the Uncertainty tab, then click Quantify. The Uncertainty for your Top Gate is
displayed in the graph.

{» IQRAS Fault Tree Results

26. Click the Importance tab, then click Compute. The Importance Measures for the events are
displayed. When you are done viewing the results, close the window.

€ |1QRAS Fault Tree Results
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Sensitivity Analysis

It is possible to investigate how sensitive your top event probability is to changes to the probability of

the events in the tree. You can choose an element or combination of elements in the tree to change
their probabilities to quickly see how they impact the top gate.

27. After the analysis, select the Sensitivity option from the Analysis menu. The Sensitivity

window appears.

© IQRAS Sensitivity (=] E3
File: Chart Dptiores
~Mode Selection: o ~Input: o o
v Select ~Eounds = El [
£ Gates % Range Lower: {0.0 i
v Events Unselect Al | g i o LE
" -Gates and Events : Paint Yaluz Upper: | 1 : i
™ Previnusky Selected Compute I # of Intervals: | 100 j
= il Gate 1 e
. ST Chart] i3ridd I
. Ewvent 2 Sensitivity
o Event 3
i Event 4
TE3eA
£
2 51561
o
263e1
2022
o2 T T w I
& - - = S
™ = =+ o] Efent 1 —
Interval Probability
28. Select Events, then the specific event you wish to explore. (Event 1) Check the Select check-
box.
29. Select Range, and use the default Lower (0.0) and Upper (1) bounds.
30. Click Compute.
31. View the results and explore other values and combinations of events to see how the system

reacts.
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Finishing up with iQRAS Fault Tree

There are many other features of the iQRAS Fault Tree module, but it is time to return to the example
to make use of the Fault Tree you just constructed and analyzed. You can use this Fault Tree as a
Quantification Model, just as other models available within iQRAS.

32. Save your project via File — Save Project.

33. Locate the Leak IE within the ESD for Parked in the Hangar, select it, then re-quantify it via
Parameters menu selections. The Parameters window appears. Select Fault Tree.

© IQRAS ESD Initiating Event ]|

ame : I Leak Descripkion | ;l
Designator | Leak
Analyst ; | ;I
Function _;l
Description
Motes ;l
—Quantification
: A i
" Point Yalue I Probability: :l
" Direct Model Direct Model: L = | =i ) |
@ Fault Tree Fault Tres:
iaroup Labels © W Speling |

34. Select the Tank System fault tree from the dropdown list, then click OK.

35. At this point you can rerun the analysis at any level to see how the new quantification impacts
your results. You can create other fault trees to represent the probability of any IE or PE
occurring within any ESD you have created.

36. Make note that when you view the results of an analysis which included a fault tree, the cut
sets from the trees are displayed




86 Chapter 4 iQRAS Fault Tree Analysis

© IQRAS Results View T E]

File Canvas
Selectad Lavel; Selacted End State: [Fio =
B- Leak PIH ESD #1
| Evert e | Cutsets | Unceranty. | Pivotl Events | mporiance Ranking |

E ] End State Results Clantative Fesit ot I Cuarifafive Rest
= MR Cut-5et Filker Settings -

& R - -
L @ WMRZ Min, S Sort by Probabilty | compite |
Max, Oreler: Display & of Cut Sets: [500 Sart by Crder

Prob Order
2242003 3

Exercise Summary

You have reached the end of the tutorial for iQRAS. There are many more features and function left
unexplored, but those you have experienced are the most often used. Please refer to the Help
documents included with the product for specific details of all functions.

The modeling you have performed is a combination of logic and sequence diagrams, as well as
quantifying events with point values, direct models, and fault trees. We hope that this experience has
exposed you to the usefulness of iQRAS and how it might be used to model much more complex
systems.




CHAPTER 5
Other Important iQRAS Functions

Many important functions of iQRAS were not covered in this brief tutorial manual. The following are
brief explanations of several of these functions. Details of their operation are covered in the Help text

installed with the product.

Reports
Accessed via the File — Print Preview — Reports menu option, the Reports function delivers
professional reports for the Project, Master Logic, ESD, and Fault Tree diagrams. You can use the
built-in reports, modify them to suit your needs, or create your own from scratch.

0] %]

s RepEr t| wEHennrt | Print | Cancel | O I

Selecﬁnn] Preiiem ]Templaﬁes ]Cusmmize i

) IORAS Reports

AN
I Project | Systgq Selection: | Report Selection;
= g Projects =8 D el Renor:
E-] Aircraft_mission_analhis.IQP 1 IQRAS Proje .—t‘ | Project Reports:
ER Ngdes,‘ = D@ ML Reparts:
: _]--@ Aircraft : D@ ESD Reeports: | Group

. =] ESD Summary Results

: |:| 1] ESD Modes

O ESD Consequences

- [ ¥ 50 End Skate Tvpe
-O ESD Impartance Ranking
- [0 1&] E3D Uncertainty
[ 18 EsD cut sets

|'j D@ FT Reports:

H |+ [ﬁ Avionics
:" [@ ESD Systems;

] WEM Inflight ESD #2
WEM Inflight ESD #2.1

[ AP Inflight ESD #3
e Build your own and
24 . . .

-] Leak Takeoff ESD #1.1 customize existing
@[E o reports via these tabs.
wskems;

1] |
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Fault Tree and ESD Layout and Printing Control

All aspects of the graphics that make up each element of an ESD or Fault Tree can be modified. Via
the Properties option on the right-click menu of any element, you can set such things as color, line
widths, and text handling. Further, using the Set as Default option on the same menu, you can apply
the settings for a specific element to the entire diagram.

Component Properties |
Generall Edit I Line  Fill |

Foreground Coloe: [ ||| [T Transparent Fil
Background Color. [ [{=| W Transparent Background

Hatzh;

|:| Drawrveard Dliagonal

|:| Crozzhatch

|:| Diagonal Crosghatzh

|:| pward Diagonal _.'.I

k. I Cancel | 1

Prior to performing such changes, it may be required to ungroup the graphics that make up the
elements in the fault tree or ESD. Perform this operation by opening the Parameters window for any
element and uncheck the Group check box.

—Cuantification

= Poink Yalue

% Direct Model

" Faul Tree

Group Labels : [V
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Additionally, you can control how a fault tree or ESD is arranged when printed to a simple printer or
large format plotter. Using the File — Page Setup — Diagram Page Setup menu option, you can
define the page size used on the drawing canvas. This will break up the diagram into pages, making
printing easier. You can then control how the diagram spans across pages using several other
functions, including Transfer gates, auto-arrange, and auto-paginate.

Page Setup H |

— Paper

Size: Letter o

Source:; I.-“-‘-.I.JI:l:umal:icallj,I Select j

— Onentation karging [inchesz]

&% Portrait Left: ||:| Right: ||:|
" Landscape Top: IEI B otbam: IEI

(] I Cancel | Frinter... |
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Transfer Fault Trees and ESDs to Microsoft Word

A powerful export facility is provided that allows you to transfer data directly to Microsoft Word. To
access the Microsoft Word transfer facility, select the Microsoft Word icon from the toolbar.

A ld

& 7 | ® S 60 0g B o |

g

The Range window appears. Check all desired option and click OK

) IQRAS Transfer To MS Word Dialog x|
Totat Pages :I 1

- Page Range
o

£ Pages Frpm:m to!m

" Selection
 Current Page

[ iFit o Page ™ Auko &rrange
- Reference Table
™ Create Page Reference Table

—Header Foater
~Header

[~ &dd Header

I[F‘a:;e#'l d |Cer.te| ;I
~Foaoter

™ add Fooker

|[I"a-:e#] d lf.'.-ar.r.eu Ll

O I Cancel |

The Fault Tree pages you have selected will be transferred directly into a new Microsoft Word
document as graphics. Microsoft Word does not have to be active on your desktop to perform this
transfer; it will open automatically. Edit and save the Word document as you would any other Word
document.
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Common Cause Failure Modeling

You can model common cause failure in one of two ways in iQRAS fault trees: either explicitly via a
Paste Repeat of a Gate or Event, or you can model the behaviour implicitly using Common Cause
Groups. Using the CCG approach, you assign the portion of the events’ probability of failure that is
due to the common cause. Both Beta and Alpha approaches are supported.

L 3

| B Propeties...

Set Property Az Defadlt...
AutoSize Box

AutoFit Text

bl arwial Sort

Gate Parameaters...
Add Global Event...

Salvwe

Gate Resul...

4 IORAS Common Cause Group =1

TQRAS Project
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CCBE quantification

CCBE Typet  Full Expansion determined by:
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R L ——

Matching CCBEs;
= s Mumbet of member 2
: ‘“ame: basic events:
T [Evertiin)  CCOR-Evert |
Event 2(1)  CCGla-Evert 2/ | Mumber of 1 j
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—iCCBE Distribution Features

Mean Yalues:

Alpha/Beta Factor 0.0
Total Probability: 0.6321
CCEE Probabllity 0.0

] Fllterii Add CCG

' This Fault Tree. © Al Delete CCG
|

Quantification Model Library

Any quantification model you create can be saved and retrieved from a library internal to the project.
This will save you time if you wish to use the same model for several events. Interact with the library
via the Edit menu. You can also save the library into its own file for use within another project.
Failure models from existing libraries can be appended directly into the library as well.
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Global Events

iQRAS supports the creation of Global Events, which can be used across Fault Tree systems. Access
via the Edit menu. You can create, define, and quantify events, which you can then apply to any Fault
Tree system in the project.

© 1GRAS Project Events List Ol x]

Add clabal Event Event Parameters | Ok I

Delete Global Event

Events: Dependencies:

-7 10RAS Project
R WEvent s

-
E\Dependem Gates /_” 4 l )_r
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Copy
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Tod TAH 7
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Set Property &g Default...

AutaSize Box
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7 AutaFit Test
71 Manual Sort

Gate Parameters...
Add Global Event...

Salve

Gate Rezult...
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Import/Export

From Text, Excel, or Access data sources, you can import any of the following into iQRAS. From the
very simple, to the very complex systems can be imported, saving construction time and effort.
Additionally, any of the following and results of analysis can be exported into Text, Excel, or Access
data formats. Any data that you enter or iQRAS calculates, can be exported. Access the
Import/Export functions via the File menu.

e ESD Systems and Nodes

e FT Systems, Gates, Events

e Master Logic Nodes, Phases, OTI definitions, End State definitions, Consequences
e Quantification Models

The Import/Export wizard steps you through the process of matching the source data to the
tables/fields within iQRAS. Depending on the complexity of the import, there may be some
formatting or ID references that need to be established.

O Import Wizard !

Filz

Input Tables Output Tables

FT_System ESD Modes Clear |
ESD Syskem

FT_Ewents$ FT Events

FT_Events FT Gates Clear &l |

FT_izates FT System

FT_Svystem IQRAS Consequences Auto Matchl

IQRAS End State Twpe Definition
IQRAS IE OTIESD

IQRAS Master Logic Modes
IQRAS Mission Phases
IQRAS OTI

IQRAS Project
QM_ALPHAS
CM_INTERMALS
OM_LIMKS

OM_PROES
OM_YAR_DISTRS
CM_YARS

== Back, | Mext =5 I Cancel
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Grid View

The Grid View provides an alternative, spreadsheet-like view of your systems. If the System or
Diagram views do not suit your needs, perhaps the Grid view will. You can edit any of the fields
displayed in the Grid. Additionally, via the Grid Templates option of the Settings menu, you can
construct you own grid views by manipulating the columns displayed, their order, and even filtering

data.
symbol Type Mame Description Part Mumber LCN Designator
1 F Y R Gate 2 Tank Problem F11 Gate 2
2 & BASIC Ewvenk 1 Corroded Tank F111 Event 1
3 & BASIC Event 2 Burst Tank F11z Event 2
4 REREAT Event Event 5 Event 5
€ Grid Templates
File
| Grid Template Selection
T late M g
st |DeFault Header Row

EE' Templates

@ System Templates: | Filtering(d)... |

Set up & filker or criteria to look For
components matching specific criteria,

-

E@ %Iﬁamplake Ordering(d). .. | Select the fields used to sort compaonents,
. Defan

: ault
@ EventTree Templats ¥ Set selected template as ackive grid template For seleched syst

=d

User Defined Figlds(n)... | Create, delete, modify user defined fields

—
—

Fields Row Height: | 20

—Calurmn Skyle
Colurnn width: | 0

Awailable Fields Selected Fields

Logic Mode s Symbal

Retain Resulks Twpe

‘oke Mumber Sun | |Mame
Description
Part Mumber

== e

Designator

<

U

Cronan

g

|

Apply Following
Gl b Al |setting ta all
arid columns

—Header Style
Fant. .. Beackgraumd
e (e
—Sanple
—Field Style
C Eatkaratmd
Gnleri.
—5Sample
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Converting ToolKit projects to iQRAS

IQRAS can convert Item ToolKit Fault Tree projects into iQRAS format projects. Via the File menu,
use the Convert option to bring your ToolKit projects into iQRAS. Note that the quantification
models are different between the two products, but the conversion is made for you.
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P
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S
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T
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